INFORMATION SECURITY
GOVERNANCE OFFICER

Information Security Unit

About The Bank:
Armed with a proud history of over 30 years, Pan Asia Bank is on an exciting
growth journey, evidenced by an array of recognitions, including being
honored as one of the Top 40 business entities in the country by Business
Today and top hundred companies by LMD.

-Job Profile:

e Assist in maintaining the enterprise-wide information security governance framework
e Ensure documentation and communication of security governance processes

e Assist in drafting, reviewing, and updating information security policies, standards, and procedures
e Support the consistent application of these policies across business units

e Conduct risk assessments to identify and document potential vulnerabilities

e Support the implementation and tracking of risk mitigation plans

e Monitor and ensure compliance with applicable regulatory and industry standards (e.g., ISO 27001, PCI DSS)
e Assist in preparing for internal and external audits

e Work with IT and business units to embed governance into daily operations

e Act as a point of contact for compliance-related queries and issues

e Assistin implementing and maintaining incident response governance frameworks

e Support readiness and adherence to incident reporting and management processes

e Delivering information security awareness programs and providing guidance to staff on information security policies and best
practices

Candidate Criteria:

e Adegreein T from a recognized institute or a professional qualification related to information security

e Possession of certification/s such as 1ISO27001, PCIDSS-related certifications, CEH, CCNA, CISSP, CRISC, and CSX, or Microsoft
Certifications, is preferred

e A minimum of 3 -4 years of experience in an Information Security environment or IS audit

e Hands-on experience with information security tools and technologies, including DLP and SIEM
e Extensive knowledge and skills in cybersecurity and risk management principles

e Familiarity with banking-related information security functions

e Experience in policy drafting/review and conducting risk assessments

e Skills in analyzing Information Security incidents and recommending improvements

e EXxperience in supporting security awareness programs

Remuneration:

The successful candidates will be provided with an attractive remuneration package including fringe benefits, commensurate with industry
standards.

How to Apply:

If you possess the passion, expertise, and commitment to excel in Information Security Governance within a dynamic and fast-evolving

banking environment, we invite you to submit your application through our official job portal on or before the closing date.

Only shortlisted candidates will be contacted by the Bank. APPLY NOW
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