create a
better
world!

LCB Finance PLC is one of the best capitalized Finance companies in the Non-Banking Financial Institution sector,
and comes under the regulatory supervision of the Central Bank of 5ri Lanka. The expansion of our business operation
and branch network has created excellent opportunities for competent talents to join with our growing workforce.

INFORMATION SECURITY OFFICER

Maintaining and updating risk assessments to reflect evolving threats, vulnerabilities, and business changes while
ensuring risk registers are accurate and aligned with organisational risk appetite and compliance requirements.
Reviewing, updateing, communicating and maintaining information security policies and procedures in accordance
with industry standards and regulatory obligations.

Coordinateing VAPT activities with internal teams and external vendors and tracking remediation efforts and verify
closure of identified vulnerabilities.

Prepareing and supporting internal and external audits findings related to Information Security matters, including
evidence collection and compliance documentation. Assisting in addressing audit findings and implementing
corrective actions.

Supporting the implementation of security projects and initiatives, such as technology upgrades, process
improvements, and compliance programmes.

Collaborate with stakeholders to ensure timely delivery and alignment with organisational objectives.

Coordinate and manage security incidents, ensuring effective response, containment, and remediation.

Maintain incident logs and conduct post-incident reviews to strengthen preventive measures.

Qualifications and Skills

Bachelor's degree in Information Technology, Information Security, Computer Science, Cybersecurity, or a related field.
Undergraduates and fresh graduates are welcome to apply.

Prior experience is not mandatory; however, up to 1 year of relevant experience in Information Security operations
role will be considered an advantage.

Strong understanding of Cybersecurity Principles, Risk management, and regulatory requirements.

Knowledge of network security, application security, and cloud security best practices.

Strong understanding of standards and frameworks such as ISO 27001, NIST, PDPA, CBSL Technology Resilience
Framework, and PCI-DSS will be considered an advantage.

Excellent analytical and problem-solving skills.

Strong communication and stakeholder management abilities.

Ability to work independently and collaboratively in a fast-paced environment.

Forward your resume to careers@/cbfinance lk with the position applying in the subject column in the Email

An attractive remuneration packege awaits the right candidate. . \
> LCB

Head of Human Resources
Lanka Credit and Business Finance PLC
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