JOIN THE MOST AWARDED BANK IN SRI LANKA

With an enduring vision of being the most
technologically advanced, innovative and
customer friendly financial organization,
we, the Most Awarded Bank in Sri Lanka,
continue to progress steadily while being
the first Sri Lankan bank to be listed
amongst the Top 1000 Banks in the World.

Our unparalleled record of success is
supported by an unmatched suite of digital
offerings and superior standards in service,
stability and performance. We are poised
to ascend to even greater heights in the
near future.

Engineer - IT Security

JOB PROFILE

-

Conduct web and mobile application security
testing (SAST/DAST) and VAPT on applications,
APIs, and supporting infrastructure.

Perform security testing in CI/CD pipelines to
ensure automated vulnerability scanning and
compliance checks during development and
deployment.

Coordinate vulnerability management,
risk-based prioritization, and remediation
tracking.

Conduct security reviews of new applications,
APIs, and integrations for compliance with
security standards and frameworks (e.g., PCI
DSS, CBSL).

Collaborate with cross-functional teams to
implement secure coding and DevSecOps
practices.

Monitor emerging vulnerabilities, threats, and

advisories relevant to applications and
infrastructure.
Prepare technical reports and executive

summaries on identified risks and mitigation
strategies.

APPLICANT’'S PROFILE

Bachelor's degree in Information Security,
Cybersecurity, Computer Science, or a related
field.

Professional certifications such as CEH, OSCP,
Security+, GWAPT, eJPT are an advantage.

2-3 years of experience in application security
testing, VAPT, and vulnerability management.

Hands-on experience with SAST/DAST tools
(e.g, Checkmarx, Burp Suite, OWASP ZAP,
Fortify).

Experience in CI/CD pipeline security testing
(Jenkins, Gitlab Cl, Azure DevOps, GitHub
Actions).

Knowledge of OWASP Top 10, secure coding
practices, and application threat modeling.

Familiarity with network and infrastructure
security, including firewalls, WAF, SIEM, and
vulnerability scanners.

Proficiency in scripting/automation (Python,
PowerShell, Bash) is a plus.

Strong analytical, communication, and
collaboration skills, with high attention to detail.

Successful candidate will be provided with an attractive remuneration package, commensurate with
benchmarked financial institutions.

Interested candidates are invited to apply for the position, all applications should be routed through our
corporate website.

To apply, please visit,
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