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Engineer [ Senior Engineer - IT Security & Compliance

We are seeking a highly skilled and experienced Engineer/Senior Engineer in Information Security to join
our dynamic team. The ideal candidate will haraapunslhlefur ensuring our IT infrastructure’s security
‘and compliance with various regulatory standards such as PCI-DSS and ISO 27001. This role involves a
combination of strategic planning, hands-on technical work, and close collaboration with other
b 1ents to maintain and enhance our security posture.
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Applicant’s Profile
En-sur’a mpliﬂnaa with regulatory and = Bachelor's Degree in Information Security,
compliance-related requirements, including Computer Science, Information

PGI—DES ISO 27001 and r relevant standards Technology with a specialization in
. lead the ation, coordination and Information Security or any related field
follow-up of statutory and compliance-related » T Security related professional

audits, includlng annual external audits, internal
audits and vulnerability assessments

Actively participate in the vulnerability
management process, ensuring all procedures
are in line with regulatory and compliance
requirements

Identify and implement improvements to
existing security controls within the |IT
infrastructure to address evolving security
threats, regulatory and compliance
requirements

Assist in developing, enforcing and updating IT
policies, procedures and standards to ensure a
secure and compliant IT environment

Work closely with various teams to advise and
ensure the integration of security practices into
the overall IT strategy

Stay updated with the latest security trends,
threats and technologies to continuously

gualifications such as Systems Security
Certified Practitioner (SSCP), ISACA CSX

Practitioner certificate (CSXP), GIAC
Security Essentials (GSEC), ISO 27001 Lead

Implementer [ Lead Auditor (LI/LA) would
be an added advantage

Proven experience in information security,
particularly in roles focusing on
compliaonce, audits and vulnerability
management

Strong understanding of  security
frameworks and standards such as
PCI-D5S and ISO 27001

Excellent analytical, problem-solving and
decision-making skills, with the ability to
effectively troubleshoot and resolve
complex security issues

Strong communication and interpersonal
skills, capable of working effectively across
mulktiple teams and stakeholders

enhance the organization's security stance

Successful candidate will be provided with an attractive compensation package benchmarked with
highest paid IT organizations in Sri Lanka along benefits.

Applications should be submitted only through e-mail to dgm_hrm@combank.net within 10 days of
this advertisement.

Deputy General Manager - Human Resource Management
Commercial Bank Of Ceylon PLC

E-mail: dgm_hrm@combank.net

Web site: www.combank.lk
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