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Security

a world of happy experiences.

We are looking for bright minds to help us create

We are Sri Lanka's premier private sector
commercial bank. Our visionary journey has
taken us beyond the realms of business as
we have made a conscious effort to go
where no bank has dared to go; from
downtrodden villages long-forgotten, to
the world across the shores. The driving
force behind this epoch-making journey is
our strong team of achievers, affectionately
known as the Hatna Family. As we continue
to make history and move ahead, we invite
dynamic and ambitious individuals to join
us in our trailblazing banking saga.

UNDERGRADUATE TRAINEE - CYBER SECURITY (FTC)

As an Undergraduate Trainee in the field of cybersecurity, you will have
the opportunity to learn and contribute to securing critical systems and
data. This role is designed for motivated undergraduates who are
passionate about cybersecurity and eager to gain practical experience.
The Undergraduate Trainee will work closely with experienced profes-

sionals, learn from real-world scenarios, and develop essential skills. security concepts.

Key Responsibilities

» Assist in monitoring network traffic, logs, and security events.

» Learn to identify and investigate potential security incidents.

» Collaborate with the security team to analyze threats and vulnerabilities.
+ Participate in vulnerability assessments and penetration testing exercises.
» Help identify weaknesses in systems, applications, and infrastructure.

» Contribute to remediation efforts based on findings.

» Gain insights into industry standards, regulations, and best practices.

+ Assist in maintaining security policies, procedures, and guidelines.

» Support compliance efforts and ensure adherence to security controls.
 Learn about incident response procedures during security breaches.

» Assist in containing and mitigating security incidents.

» Document incident details and lessons learned.

- Participate in security awareness programmes.

» Help educate employees on security best practices.

» Contribute to creating training materials and workshops.,

Job Role Knowledge, Skills and Experience

+ Currently pursuing an undergraduate degree in Cybersecurity,
Computer Science, Information Technology, or related field.

+ Strong interest in cybersecurity and willingness to learn.

 Basic knowledge of networking, operating systems, and

« Gain hands-on E}{perier'lﬂe with EECUI'"??’ tools {E‘.g.. SIEM, IDS/IPS, antivirus). Interested candidates are invited to apply for the position

» Assist in configuring and maintaining security solutions.

 Learn about encryption, authentication, and access controls.

« Work closely with cross-functional teams (IT, Development, Compliance).
» Communicate security risks and recommendations effectively.

» Contribute to security-related documentation. A P P LY V l A x P R ES SJ 0 B S
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