Merchant Bank of Sri Lanka & Finance PLC, a well-established Finance Company,
and a subsidiary of Bank of Ceylon.

We are looking for a Network and Security Engineer to join our team. He will
be responsible for maintaining and enhancing the network infrastructure while
ensuring the highest standards of security, availability, and efficiency across the
bank’s systems. This role involves active management of security products,
identification and mitigation of vulnerabilities, and compliance with internal
and regulatory standards.

Network and Security Engineer
(LOCATION: COLOMBO 03)

Key Responsibilities

« Manage network and security infrastructure to maintain system integrity and availability.

« Identify technology issues and proactively address information security vulnerabilities and threats.
» Configure, maintain, troubleshoot, and update the bank's network and security infrastructure.

» Execute daily operations to ensure maximum uptime for IT systems.

« Develop and implement disaster recovery operations to safeguard data.

» Design and deploy new network technologies to securely support business applications.

+ Adhere to and enforce the bank’s security policies within the network environment.

+ Detect and resolve network vulnerabilities, bugs, and security gaps.

» Continuously monitor systems to ensure compliance with industry standards and best practices.
» Respond to regulatory inquiries and contribute to audits and reporting requirements.

« Establish and uphold system standards across the bank's networking environment.

PROFILE

+ At least 3 years of experience in IT, including hands-on experience in Network and Firewall administration.

» Degree in computer science or a related field; certifications in CCNA, Cisco CCNP, Fortinet NSE, Check Point (CCSA), and
experience with SD-WAN and WAF technologies are highly desirable.

« Proven experience with firewalls, routers, switches, IPS/IDS, IPsec VPNs, and web application firewalls, as well as LAN/WAN
and network monitoring tools.

« Strong understanding of routing protocols, Quality of Service (QoS), traffic shaping, and Layer 2/3 technologies.

« Ability to quickly adapt to new technologies through self-study and resourcefulness.

+ Solid understanding of application transport protocols and network infrastructure.

» Strong analytical and problem-solving skills with attention to detail

AGE:
Preferably below 40 Years

REMUNERATION

The selected candidate will receive an attractive remuneration package on par with industry standards, along with our fringe benefits
for the above positions.

CLOSING DATE: 25th November 2024




