mahincra
IDEAL FINANCE

INFORMATION SECURITY OFFICER
Head Office

PRIMARY RESPONSIBILITIES AND DUTIES:

+ Periodical review and update of the company | T security Policy

€ Study the best information security practices of the industry and align company
policies to the same

% Beview all internal applications/systems and make recommendations to comply with
given standards

# Provide relevant information security awareness/trainings to all relevant staff
# Perform regular verifications to monitor the stability and security of IT infrastructure
4 Escalate IT Incidents to the Management with a risk analysis along with

proposed corrective measures

# Ensure all regulatory frameworks introduced by the requlator is adopted by the
company and implemented within stipulated timeframes

REQUIRED QUALIFICATION AND EXPERIENCE:

¢ A Bachelor's Degree in Information Security or A Bachelor's Degree in Information
Technology, Computer Science, or Information Systems Management from a
recognized University together with

# Certified Information Systems Security Professional [CIS5F), Certified Chief
Information Security Officer (CCISO), Certified Information Security Manager (CISM),
Certified Information Systems Auditor (CISA), Certified in Risk and Infarmation Systems
Control (CRISC) and Certified in the Governance of Enterprise IT (CGEIT)

* Minimum of five (05) vears' experience in the field of Information Security with a key
focus on Information Security Policy and Program Management in a reputed
organization (preferably in a financial institute)

Exciting career prospects and a great workplace culture
await selected candidate.

To apply please send your CV with details of two non-related referees to
careers@mahindraifl.lk

mentioning the position on the subject line.

Assistant General Manager — Human Besources
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